
1 
 

 
 

RISK MANAGEMENT STATEMENT OF INTENT 
 
 

Introduction 
 

Cranbrook Town Council recognises that it has a responsibility to manage risks, both 
internal and external, and is therefore committed to the implementation of a risk 
management strategy in line with the introduction of Local audit and Accountability Act 
2014 in order to protect the Council from avoidable losses. 
 

Responsibilities 
 
This Policy places a responsibility on all Members and Officers to have regard for risk in 
carrying out their duties. Its purpose is to enable the Council to manage its risks through 
anticipation and control. 
 
Risk management is only considered to be truly embedded when it functions as part of 
the Councils day to day operations. In order for this to be achieved it is vital that clarity 
exists to determine the various roles and responsibilities of individuals involved 
throughout the Council in the risk management process. 
To ensure that this level of clarity exists, the Council has established a structure that 
depicts how Members, Officers and the various Committees, Panels and individuals 
contribute to the overall risk management process. 

 

Organisational Structure and Summary of Key Roles 
 

Council  
 

• Monitor annual report on risk management activity (via Policy Committee) 

• Certification of the Council’s annual Statement on Internal Control 
 

Safety Working Group 
 
• General oversight of the Councils risk management process 

• Receiving regular reports to review/scrutinise/challenge current and proposed risk 
management procedures and processes 

• Give initial consideration to the annual report on the Councils risk management 
activity 

• To recommend a risk management framework, strategy 

• and process 
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• Identify, analyse and prioritise risks 

• Determine responsibilities and actions to control risks 

• Monitor progress on managing risks against action plans 

• Review implementation of the of the risk management framework, strategy and 
process 
 

Town Clerk  
 
• Report to Members and external stakeholders on the framework, strategy and 

process 

• Provide advice and support on risk management matters 

• Maintain the risk management policy, strategy and framework 

• Produce an annual report on overall risk management activity 

• Identifying, analysing and prioritising risks 

• Determining risk management action plans and delegating responsibility for 
control 

• Monitoring progress on the management of risks 
 

Staff and other stakeholders 
 
• Maintaining awareness of risks, their impact and costs and feeding these into the 

formal risk management process 

• Controlling risks in their everyday work 

• Monitoring progress in managing job related risks 
 

Definition 
 
The Audit Commission (2001) defined “risk” as an event or action which will adversely 
affect an organisation’s ability to achieve its objectives, project plans and processes and 
to successfully execute its strategies. Therefore “risk management” is the process by 
which risks are identified, evaluated and controlled. 
 
It is good business practice that risk management processes should be supportive 
rather than restrictive, and should be embedded in the culture of the Council and 
embraced by all staff and Members. 
 

Aims 
 
The Council’s aims with respect to risk management are as follows: 
 
a) To integrate risk management into the culture of the Council. 

 
b) To raise awareness of the scope of risk management including business risk, the  

identification of opportunities as well as threats and that the process supports 

innovation. 
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c) To manage risk in accordance with best practice. 

 
d) To minimise losses, injury and damage and reduce the cost of risk. 

 
e) To ensure appropriate actions are taken to address identified risks. 

 
f) To ensure that risks are monitored and that an appropriate reporting mechanism 

exists to support the annual assurance statement on the effectiveness of the 

Councils’ system of internal control. 

 
g) To ensure appropriate actions are taken to identify and pursue opportunities. 

 
These aims will be achieved through the Council’s risk management strategy which 
details the roles, responsibilities and actions necessary for successful implementation. 
 
 
The co-operation of all Members and officers is essential to ensure the Council’s 
resources and service provision are not adversely affected by uncontrolled risk, to 
ensure the Council does not fail to seize opportunities which benefit the community. 

 

Relevant Legislation 
 
Cranbrook Town Council will implement its Risk Management Policy in accordance with 
the current legislation governing local authorities and the associated codes of practice. 
 
 
Signed .................................................... Chairman of the Council 
 
 
Signed ...................................................  Town Clerk 
 
 
Dated ..................................................... 
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RISK MANAGEMENT STRATEGY 
 
 

Introduction  
 
Risk management is the process whereby organisations methodically address the risks 
associated with what they do and the services which they provide. The focus of good 
risk management is to identify what can go wrong and take proportionate steps to avoid 
this or successfully manage the consequences. 
 
Risk management is not just about financial management; it is about protecting the 
achievement of objectives set by Cranbrook Town Council to deliver high quality public 
services. The failure to manage risks effectively can be expensive in terms of litigation 
and reputation, the ability to achieve desired targets, and, eventually, on the local 
community’s Council Tax bills. 
 
Cranbrook Town Council aims to embed risk management into its processes and culture 
to help it achieve strategic objectives and provide excellence to the local community.  
 

Aim 
 
The aim of this Risk Management Strategy is to effectively manage potential 
opportunities and threats to the Council achieving its objectives. Risk management is 
not about avoiding risk; rather, it is about understanding and evaluating opportunities 
and threats and making informed decisions about how these are to be managed. 
 
Taking a proactive approach to threats and opportunities will achieve greater value for 
money and reduce costs. In some areas, relatively high risks might lead to greater 
innovation, efficiency and reward in the future. A risk-aware, calculated approach is 
predicated on an appetite for risk-taking endorsed by the Council. This in turn empowers 
decision-makers in the organisation to operate within appropriate levels of risk, 
continuing to deliver excellent services and value for money. 
 

Objectives 
 
Integration of risk management into the culture and working practices of the Council has 
numerous benefits, including: 
 

 Clearly identifying all the significant risks the Council faces 

 Evaluating risks in the context of the Council’s objectives 

 Prioritisation to ensure resources are focused on the critical areas 

 Minimise the effect of uncertainty on achieving the Council’s priorities  

 Reduce the probability of failure and increase the probability of success 

 Developing a suitable level of risk awareness by Councillors and staff 

 More efficient use/allocation of resources within the Council and its partnerships 

 Keeping the Council within the requirements of the law 

 Safeguarding of assets, including reputation 
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 More informed, transparent and accountable decision-making 

 Exploiting opportunities 

 Minimise injury, damage, loss and inconvenience to residents, service users and 
staff arising from or connected to the delivery of services; and 

 Minimise the cost of risk 
 

Legal Requirements 
 
The Council’s internal and financial control systems must ensure that any risks are 
appropriately managed1 and the Council’s internal audit must evaluate the effectiveness 
of its risk management, control and governance processes2. The adequacy of internal 
and financial control systems as well as the effectiveness of the system of internal audit 
has to be reviewed periodically in accordance with The Accounts and Audit Regulations 
2015. 
 
The Council generally and Councillors individually are responsible for risk management 
because risks threaten the achievement of policy objectives. As a minimum, at least 
once each year members must: 
 

 take steps to identify and update their record of key risks facing the Council, 

 evaluate the potential consequences to the Council if an event identified as a risk 
takes place, 

 decide upon appropriate measures to avoid, reduce or control the risk or its 
consequences, and 

 record any conclusions or decisions reached. 
 
Risk management also represents a part of the governance arrangements which are 
required to be reported on in the Annual Governance Statement incorporated in the 
Council’s Annual Return. 
 
In addition to the above high-level requirements there are several other specific duties 
which the Council is obliged to observe including, for example, responsibilities arising 
from the Civil Contingencies Act, Health & Safety at Work Act and Equality Impact 
Assessments under the Equality Act.  
 
 
 

 
 
 
 
 
 

                                                      
1 see The Accounts and Audit Regulations 2015 [Statutory Instrument 2015 No. 234], Sections 3(c) and 
4(4)(iii) 
2 see The 2015 Regulations, Section 5(1) 
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Categories of Risk 
 

The risks facing the organisation can be split into Strategic and Operational. 

 
STRATEGIC 

Risks which may threaten the 
achievement of the Council’s objectives 

OPERATIONAL 
Risks which members and staff may 
encounter in the daily course of their 
work. 

Political: 
Failure to deliver key objectives or 
policies of other levels of Government. 

Use of political allegiance to influence 
Council polices. 

 

Professional:  
Professional competences of staff. 

 

Economic: 
The Council’s ability to meet its financial 
commitments. 

 

Financial: 
Financial planning and control and the 
adequacy of insurance cover 
 

Social: 
The effects in changes in demographic, 
residential or socio-economic trends on 
the Council’s ability to deliver its 
objectives. 

Legal: 
Possible breaches of legislation 

Technological: 
The Council’s capacity to deal with 
technological change or its ability to use 
technology to meet changing demands. 
 

Physical: 
Fire, security, accident prevention and 
health & safety. 

 

Legislative: 
Current or potential changes in national or 
European law. 
 

Contractual: 
The failure of contractors to deliver 
services or goods to agreed costs and 
specifications. 

Environment: 
The environmental consequences of 
service delivery (in terms of energy 
efficiency, pollution, re-cycling, landfill 
needs, emissions etc.). 
 

Technological: 
Reliance on operational equipment (IT 
systems or equipment and machinery). 

Competitive: 
The competitiveness of the service/ the 
ability to deliver best value. 
 

Environmental: 

Pollution, noise or energy efficiency of on-
going service operation. 

Customer:  
Failure to recognise the changing needs 
and expectations of the community. 
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Processes 

In line with best practice, the Council has adopted a seven-step process to support the 
implementation of risk management and help maintain impetus. 

 
 Steps  

1 Identifying 
risk 

Risks will be identified during the service delivery 
planning process and cross-referenced, where possible, 
to key tasks and to the achievement of corporate 
objectives.  

2 Analysing 
risk 

Risks will be assessed against probability and impact of 
the identified risks using the Council’s approved 
evaluation criteria to give a risk score.  

3 Profiling 
risk 

The evaluation exercise will result in a risk score from 
which significant risks can be established.   

4 Prioritising 
action 

Risks will be entered in the risk register detailing the 
inherent risk score, existing controls and residual risk 
score.  

5 Determinin
g action 

 Further actions required to reduce the threat of the risk 
occurring or minimise its impact will be stated in the risk 
register. Target dates and assignment of responsibility 
will also be stated. 

6 Controlling 
risk 

The specified actions will be carried out as stated in the 
risk register. 

7 Monitoring The risk management working group will keep the risk 
register under review and progress against further 
actions identified will be monitored quarterly. The register 
will be updated as actions are achieved and risk scores 
amended as appropriate. The identification of risks 
should be a continual process and risks emerging 
throughout the year should be evaluated and, where 
necessary, added to the register.  

 
 
 
 
 
 



8 
 

 
 
Risk Management Matrix 

 

Assessment Impact (D)/(F) 
 

Financial 
Reputation 

(D1) 
Stakeholder 

(D2) 

Community/ 
Customers 

(D3) 

1 

N
e

g
li

g
ib

le
 

Under £500 
Minimal loss of 

public trust 

Minimal impact 
on stakeholder 

business 
arrangements 

Minimal 
impact or 

disruption to 
community 
contained 
within a 

community 
area 

2 

M
in

o
r 

£501 _ £1000 

Slight loss of trust 
with no lasting 

impact. 
 

 Little adverse 
publicity 

Minor impact on 
stakeholder 

business 
arrangements. 

Minor impact 
to community 

and 
community 

dissatisfaction. 
 

 Limited 
service 

disruption. 

3 

M
o

d
e

ra
te

 

£1001 _ £5000 

Moderate loss of 
trust that receives 

significant 
adverse publicity 

locally with no 
lasting impact 

Moderate 
disruption to 
stakeholder’s 
arrangements. 

Moderate 
impact to 

community 
and customer 
dissatisfaction.  

 
Moderate 
service 

disruption. 

4 

M
a

jo
r 

£5001 _ £10000 

Significant loss of 
trust and receives 

local media 
attention. 

 
 Potential for 
lasting impact 

Significant 
disruption to and 
opposition from 

stakeholders 

Significant 
service 

disruption and 
community 
opposition.  

 
Threat of legal 

action. 

5 

C
a

ta
s

tr
o

p
h

ic
 

Over £10000 

Significant loss of 
trust and receives 

national media 
attention with 
potential for 

persisting impact. 

Major disruption 
to and strong 

opposition from 
stakeholders who 

represent 
vulnerable 

clients. 

Major service 
disruption. 

 
Significant 
community 
opposition.  

 
Legal action.  

 
Long-term 

public 
memory. 
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 Description Likelihood Ranges Probability Range 

 
 

1 Improbable 
Very remote probability that the event 

would occur 
1% 

2 Remote 
Event may occur only in exceptional 

circumstances 
1 – 10% 

3 Possible Event could occur at some time 11 - 50% 

4 Probable Event should occur at some time 51 – 90% 

5 
Almost 
Certain 

Event will occur in most circumstances 90% 

 
 

Im
p

a
c

t 
 

5 10 15 20 25 

4 8 12 16 20 

3 6 9 12 15 

2 4 6 8 10 

1 2 3 4 5 

 

Likelihood 

 
Responding to Risks 
 
The recognised approaches for controlling risks are described in the four Ts: treatment, 
transfer, tolerate or terminate: 
 

Treatment 
 

Using control countermeasures to mitigate impact or likelihood. 
Ensuring effectiveness of existing mitigations and implementing new 
controls where considered necessary and cost-effective. 

Transfer 
 

This involves another party bearing or sharing the risk; e.g. through 
insurance or strategic partnerships. 

Tolerate 
 

Where it is not possible to treat or transfer. Consideration needs to be 
given to how the risk and consequences of such are to be managed 
should they occur. This may require contingency, as it creates capacity 
to tolerate a certain degree of risk. 

Terminate 
 

Deciding, where appropriate, not to continue or proceed with the activity 
in view of the unacceptable level of risks involved. 
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The Council will endeavour to reduce risks through some form of mitigation wherever 
possible. The most important consideration in responding to risks is that the chosen 
approach can be seen to be cost-effective so that risk control is not implemented where 
the cost and effort is disproportionate to the expected benefits. 
 

Recording Risks 
 
It is important to describe risks in order to ensure that there is a clear and consistent 
understanding of the risks among all who are involved. This includes a clear articulation 
of what impact will occur if the risk materialises and in what circumstances this is likely 
to happen. The following criteria have to be addressed when recording risks: 
 

 Accountability: risk responsible officers and owners are recorded 

 Standardisation: consistent record keeping 

 Audit trail: all changes in risk recording are clearly marked 

 Mitigating controls, action plans and risk reviews are securely logged 
 
Risks are recorded in the attached risk record template. To understand risks properly it is 
important to create a worst-case scenario if no effort to control a risk is made or the efforts 
fail (=Inherent Risk). It is unlikely that control measures remove all possibilities of the risk 
occurring so the Residual or Current Risk is assessed, taking into account the established 
controls. These two separate assessments of the risk provide scores whereby the 
difference between them gives a measure of the effectiveness of possible controls. 
 
Actions: 
 

☒ Record risks in a risk register and Council to consider the top risks  

☐ Develop guidelines for the continued monitoring of risks  

☐ Ensure that risks are articulated consistently, using plain English at all times 

 

Reporting Arrangements  
 
Reporting of risk management is integrated with the Council’s reporting procedures and 
the risk owner will determine when to bring items to the Council’s attention by 
considering how a risk impacts on the achievement of strategic objectives and how 
service delivery is or might be affected. 
 
The risk register is also reviewed regularly by the Clerk to ensure they remain up to date 
and relevant with new emerging risks added and older risks which are no longer relevant 
removed. The Clerk produces an annual risk management report for the Council which 
summarises key areas of activity and issues arising related to the Council’s risk 
management arrangements. To ensure that the risk management function receives 
proper scrutiny by the Council’s internal auditor, s/he also receives these reports to 
monitor the effective development and operation of risk management within the Council.  
 
Action: 
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☐ Develop indicators for early warning of the potential failure of risk management 

 

Governance and Responsibilities  
 
This Risk Management Strategy sets out the rules and responsibilities relating to risk 
management within the Council. Ultimately the Council is responsible for the authority’s 
risks but everybody has a part to play. The Clerk has delegated authority from the 
Council to lead on developing the approach including this Strategy and any related 
materials. The Clerk monitors risk management and reports to Council by exception. 
S/he has a responsibility for ensuring risk management is carried out and improved to 
take account of the ambitions set out in this Strategy.  
 
All Councillors and employees have a responsibility to assess and manage risk 
effectively as part of their role and report hazards/risks to the Clerk and work within the 
appropriate risk management guidelines. Every individual will encounter risk at some 
level, whether strategic or operational. Training and raising awareness are important 
means of ensuring that risk management is embedded in the culture of the organisation.  
 
 
Cranbrook Town Council  
 
Date of Approval:  
Date of Review:  

 



No. Risk/Event Cause Consequence/Impact D
1 

D
2 

D
3 

F L R 
Mitigation Actions Residual 

Risk 

 

 
Risk Assessment Key 

D1 = Reputation impact D2 = Stakeholder impact D3 = Community/Customer impact F = Financial Impact L= Likelihood of event occurring R = Risk Rating 

 
 

Governance Risk (Overall Inherent Risk) 

 

The risk is poor or 
inadequate 
Governance 

Inadequate 
Financial 

arrangements. 
 

Poor 
organisational 

structures. 
 

Poor 
understanding of 

legal 
requirements 

 
Poor decision 

making 
 

Poor forward 
and contingency 

planning. 
 

Poor operational 
management 

Loss of 
community/stakeholder 

confidence. 
 

Adverse Reputation. 
 

Negative Media 
Attention. 

 
Poor Audit reports 

 
Loss of service provision. 

 
Financial Investigations. 

 
Breach of legislative 

requirements.  
 

Legal Actions. 

4 4 4 5 4 20 INHERENT RISK 

 
 
 
 
 
 
 
 
 
 
 
 



No. Risk/Event Cause Consequence/Impact D
1 

D
2 

D
3 

F L R 
Mitigation Actions Residual 

Risk 

 

 
Risk Assessment Key 

D1 = Reputation impact D2 = Stakeholder impact D3 = Community/Customer impact F = Financial Impact L= Likelihood of event occurring R = Risk Rating 

 
 

Financial Risks 

 

The risk is poor or 
inadequate financial 

management 

Poor financial 
procedures. 

Loss of 
community/stakeholder 

confidence. 
 

Adverse Reputation. 
 

Negative Media 
Attention. 

 
Poor Audit reports 

 
Loss of service provision. 

 
Financial Investigations 

4 4 4 5 4 20 INHERENT RISK 
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The risk is the 
precept is not 

adequate to meet 
council 

requirements. 

Poor forward 
planning. 

Loss of 
community/stakeholder 

confidence. 
 

Adverse Reputation. 
 

Negative Media 
Attention. 

 
Poor Audit reports 

 
Loss of service provision 

3 3 3 3 2 6 

 
Budget prepared with input 
from both the amenities and 
finance committees taking 
into account known and 
anticipated council’s future 
needs. 
 
Precept prepared, reviewed 
and adopted by full council. 
 
 
 

 

Unexpected 
finance 

requirements 
(see risk 105) 

102 
The risk is poor 
financial record 

keeping 

Inadequate 
Records 

Poor Audit reports. 
 

Financial Irregularities 
 

2 2 2 2 2 4 

 
Financial Regulations in 
place and reviewed 
annually.  
 
Financial data recorded in 
accordance with Financial 
Regulations. 
 

 
 

 



No. Risk/Event Cause Consequence/Impact D
1 

D
2 

D
3 

F L R 
Mitigation Actions Residual 

Risk 

 

 
Risk Assessment Key 

D1 = Reputation impact D2 = Stakeholder impact D3 = Community/Customer impact F = Financial Impact L= Likelihood of event occurring R = Risk Rating 

 
 

Financial records and 
procedures audited by both 
external and internal 
auditors. 
 
Audit result findings are 
made public and any 
recommendations acted 
upon. 
 

103 
The risk is poor 

banking methods  
Inadequate 
procedures. 

Poor Audit reports 
 

2 2 2 2 2 4 

 
Details and procedures 
contained in the Financial 
Regulations.  
 
Financial Regulations 
reviewed annually 
 

  

104 
The risk is the mis-
use of council funds  

Fraud 
Loss of financial asset. 

 
4 4 4 4 1 4 

Expenditure on revenue 
items may be authorised up 
to the amounts included for 
that class of expenditure in 
the approved budget.  This 
authority is to be determined 
by:  
  
- the council for all items 
over £10,000;  - a duly 
delegated committee of the 
council for items over 
£2501; or  - the Clerk, in 
conjunction with Chairman 
of Finance and Personnel 
for any items at or below 
£2500.     
 
All payments are made by 
approved electronic 
methods (Bacs). 
 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

 



No. Risk/Event Cause Consequence/Impact D
1 

D
2 

D
3 

F L R 
Mitigation Actions Residual 

Risk 

 

 
Risk Assessment Key 

D1 = Reputation impact D2 = Stakeholder impact D3 = Community/Customer impact F = Financial Impact L= Likelihood of event occurring R = Risk Rating 

 
 

Direct Debits are used in 
some cases. (see risk 109) 
 
Cheque payments are rarely 
used which are authorised 
by 2 councillor signatures. 
 
No petty cash kept.  
 
Financial Regulations in 
place and reviewed annually 
 

105 

The risk is 
insufficient reserves 

are maintained to 
meet unexpected 

expenditure  

Poor precept 
management. 

 
Poor of forward 

planning 

Loss of 
community/stakeholder 

confidence. 
 

Adverse Reputation. 
 

Negative Media 
Attention. 

 
Poor Audit reports 

 
Loss of service provision 

 

3 3 3 1 2 6 

A contingency budget is 
maintained to cover 1 
month’s expenditure. 
 
A separate reserve’s budget 
maintained to cover for 4 
months.  

Council to 
consider adopting 
a Reserves Policy 

 
 

106 
The risk is loss of 
council funds held 
in Bank Accounts 

Errors made by 
bank. 

 
Collapse of bank 

 
Loss of 

community/stakeholder 
confidence. 

 
Adverse Reputation. 

 
Negative Media 

Attention. 
 

Poor Audit reports 
 

Loss of service provision 
 

4 4 4 4 2 8 

According to the Council’s 
Financial Regulations, a 
Member other than the 
Chairman or a cheque 
signatory is appointed to 
verify bank reconciliations 
for all accounts once in each 
quarter. That Member signs 
the reconciliations and the 
original bank statements as 
evidence of verification. 
  
Government mitigation in 
place to cover financial 
losses in the event the risk 
of bank collapse is realised. 

  



No. Risk/Event Cause Consequence/Impact D
1 

D
2 

D
3 

F L R 
Mitigation Actions Residual 

Risk 

 

 
Risk Assessment Key 

D1 = Reputation impact D2 = Stakeholder impact D3 = Community/Customer impact F = Financial Impact L= Likelihood of event occurring R = Risk Rating 

 
 

 
Up to a value of £85,000 
FSCS 
 

107 
The risk is the loss 
of council Assets 

Theft 
 

Vandalism 
Addition costs. 3 3 3 3 2 6 

Sufficient Insurance in place 
to cover repair or 
replacement of assets. 
 
 
 

  

108 
The risk is non-

payment of regular 
expenditure 

Poor Financial 
Management 

Adverse Reputation. 
Negative Media 

Attention. 
3 3 3 3 2 6 

Regular payments made in 
accordance with Financial 
Regulations 
 
Some of the regular 
expenditure covered by 
direct debits  
 
Financial Regulations 
reviewed annually 
 
 

  

109 

The risk is 
additional costs 
incurred through 

legal actions 

Legal claims 
made against 

the council 

Impact on finances 
 

3 3 3 4 2 8 

 
Proper process and policies 
adhered to when making 
decisions. 
 
Public and Products Liability 
and Commercial Legal 
Protection  

  

 
 
 

 
 
 
 



No. Risk/Event Cause Consequence/Impact D
1 

D
2 

D
3 

F L R 
Mitigation Actions Residual 

Risk 

 

 
Risk Assessment Key 

D1 = Reputation impact D2 = Stakeholder impact D3 = Community/Customer impact F = Financial Impact L= Likelihood of event occurring R = Risk Rating 

 
 

Compliance Risks 
 

The risk is failing to 
comply with 

legislation and 
council policies 

Poor 
Management 

Loss of 
community/stakeholder 

confidence. 
 

Adverse Reputation. 
 

Negative Media Attention. 
 

Legal Action 
 

Imprisonment 

4 4 4 5 4 20 INHERENT RISK 

 

201 
The risk is failure to 

meet Health and 
Safety Regulations. 

Lack of council 
knowledge 

and 
understanding 

of 
requirements 

Negative Media Attention. 
 

Legal Action 
 

Fines/Imprisonment 

1 1 2 3 2 6 

Robust Health & safety Policy. 
 
Risk assessments made. 
 
Reviewed Annually. 
 
Training given to all staff and 
councillors.  
 
One councillor appointed as 
Health and Safety advisor; 
safety working group appointed 
(ref. Council minute 17/188) 
 

 
 

 

202 
The risk is failure to 

meet Fire 
Regulations 

Lack of council 
knowledge 

and 
understanding 

of 
requirements 

Negative Media Attention. 
 

Legal Action 
 

Fines/Imprisonment 

1 1 2 3 2 6 

 
EDDC carries out fire risk 
assessment and CTC 
responsible for fire safety 
management within the 
common parts and community 
use areas. 
 
Current fire risk assessment 
carried out on 15 February 
2017; review date: February 
2018 
 

 
 
 
 
 

 



No. Risk/Event Cause Consequence/Impact D
1 

D
2 

D
3 

F L R 
Mitigation Actions Residual 

Risk 

 

 
Risk Assessment Key 

D1 = Reputation impact D2 = Stakeholder impact D3 = Community/Customer impact F = Financial Impact L= Likelihood of event occurring R = Risk Rating 

 
 

Fire alarm tested weekly by 
trained staff. Annual test and 
inspection carried out by 
competent engineer next due 
April 2018. 
 
Emergency lights tested 6 
monthly and carried out by 
competent engineers next due 
January 2018.  
 

Two members of staff attended 
Fire Warden / Fire Awareness 
course in March 2017 
 

203 
The risk is failure to 
meet Environmental 

Regulations 

Lack of council 
knowledge 

and 
understanding 

of 
requirements 

 
Negative Media Attention. 

 
Legal Action 

 
Imprisonment 

 
 

3 3 3 4 3 12 
Some risks transferred to the 
consortium.  

Further 
investigation 
required into 
the scope of 

the 
regulations 

and the 
potential 

impact on the 
council. 

 
Council to 

produce an 
Environment 

Policy 

 
 
 
 
 
 
 

 
 
 
 

204 
The risk is failure to 

meet Financial 
Regulations 

Lack of council 
knowledge 

and 
understanding 

of 
requirements 

Loss of 
community/stakeholder 

confidence 
 

 Negative Media Attention. 
 

Legal Action 
 

Imprisonment 
 
 

3 3 3 3 2 6 

Responsible Financial Officer 
appointed. 
 
Financial Regulations reviewed 
annually and ratified by full 
council. 
 
Internal and external audit 

 
 
 



No. Risk/Event Cause Consequence/Impact D
1 

D
2 

D
3 

F L R 
Mitigation Actions Residual 

Risk 

 

 
Risk Assessment Key 

D1 = Reputation impact D2 = Stakeholder impact D3 = Community/Customer impact F = Financial Impact L= Likelihood of event occurring R = Risk Rating 

 
 

205 
The risk is failure to 

meet council 
policies 

Lack of council 
knowledge 

and 
understanding 

of 
requirements. 

Loss of 
community/stakeholder 

confidence. 
 

Adverse Reputation. 
 

Negative Media Attention. 
 

3 3 3 2 2 6 

Business-critical policies 
reviewed annually and ratified 
by council.  
 
Other policies reviewed 
following changes in legislation 
or following ordinary elections. 
 
 

Provide new 
councillors 

with relevant 
policies/ 

documents on 
a USB stick. 

 

206 
The risk is failure to 
meet Employment 

Regulations 

Lack of council 
knowledge 

and 
understanding 

of 
requirements 

 
Adverse Reputation. 

 
Negative Media Attention. 

 
Legal Action 

 
 

3 3 3 3 2 6 

Equality and Diversity policy in 
place. 
 
Finance & Personnel 
Committee in place. 
 
 

  

207 
The risk is failure to 
comply with Local 
Government Acts 

Lack of council 
knowledge 

and 
understanding 

of 
requirements 

Adverse Reputation. 
 

Negative Media Attention. 
 

Legal Action 
 

3 3 3 3 2 6 

Trained Clerk (CiLCA qualified) 
and staff 
 
Training needs identified as 
part of annual appraisal for 
staff. 
 
No formal process for 
councillors in place  
 
Training opportunities for 
councillors offered regularly 
 

 

councillors 
responsible 

for identifying 
their own 
training 
needs 

208 

The risk is failure to 
comply with Data 

Protection 
Regulations 

Lack of council 
knowledge 

and 
understanding 

of 
requirements 

Adverse Reputation. 
 

Negative Media Attention. 
 

Legal Action 
 

3 3 3 3 2 6 
Council registered with the ICO 
and fully compliant with the 
current regulations. 

 

Changes to 
regulations 

anticipated in 
May 2018 

 

 



No. Risk/Event Cause Consequence/Impact D
1 

D
2 

D
3 

F L R 
Mitigation Actions Residual 

Risk 

 

 
Risk Assessment Key 

D1 = Reputation impact D2 = Stakeholder impact D3 = Community/Customer impact F = Financial Impact L= Likelihood of event occurring R = Risk Rating 

 
 

Operational Risks 

 

The risk is failing to 
deliver services 

effectively. 

Poor 
Management 

Loss of 
community/stakeholder 

confidence. 
 

Adverse Reputation. 
 

Negative Media 
Attention. 

 
 

4 4 5 4 4 20 INHERENT RISK 

 

301 
Insufficient 
Councillors 

Multi 
Resignations 
Unable to fill 

through election 
or co-option 

Council not quorate 
 

Adverse Reputation 
 

Negative Media  
Attention. 

 
Loss of 

community/stakeholder 
confidence. 

 

 
3 
 

 
3 
 

 
3 
 

2 2 6 
Regularly promote the work 
of the council.  
 

  

302 
The risk is loss of 
key council staff 

Long term 
illness. 

 
Unexpected 

death 

Impact on key council 
services 

3 3 3 3 2 6 

 
 
 
 

Production of a 
Business 

Continuity Plan 
underway 

 
 
 
 
 
 
 

303 

The risk is 
deterioration and 

damage of: 
 

Council owned 
assets 

 

Vandalism 
Lack of 

Maintenance 
and/or funds 

Adverse Reputation 
 

Negative Media 
Attention. 

 
Possible legal action 

3 3 3 3 2 6 

Review of furniture and 
equipment at least monthly. 
 
Insurance schedule 
adequate and reviewed. 
 
Public liability insurance in 
place.  

Ensure inspection 
records 

maintained 
 



No. Risk/Event Cause Consequence/Impact D
1 

D
2 

D
3 

F L R 
Mitigation Actions Residual 

Risk 

 

 
Risk Assessment Key 

D1 = Reputation impact D2 = Stakeholder impact D3 = Community/Customer impact F = Financial Impact L= Likelihood of event occurring R = Risk Rating 

 
 

304 

The risk is failure to 
maintain community 

initiatives and 
events 

 

Lack of funds 
 

Lack of Interest 

Adverse Reputation 
 

Negative Media 
Attention. 

 

3 3 3 3 2 6 
Promotion of events carried 
out. 

  

305 
The risk is loss or 
damage to council 

records 

Theft. 
 

Fire 

Adverse Reputation 
 

Negative Media 
Attention. 

 

3 3 3 3 3 9 

Council operate a paper-free 
environment as much as 
possible 
 
Necessary paper based 
documents are locked in a 
secure cupboard in office. 
 
Weekly backup of electronic 
files on USB stick by three 
members of staff and 
devices taken off site. 
 
Individual computers have 
up to date security 
measures: password 
protection and antivirus 
software. 
 

  

 
 
 
 
 
 
 
 
 
 
 
 



No. Risk/Event Cause Consequence/Impact D
1 

D
2 

D
3 

F L R 
Mitigation Actions Residual 

Risk 

 

 
Risk Assessment Key 

D1 = Reputation impact D2 = Stakeholder impact D3 = Community/Customer impact F = Financial Impact L= Likelihood of event occurring R = Risk Rating 

 
 

Strategic Risks 

 

The risk is failing to 
make Strategic 

Decisions 

Poor decision 
making. 

 
Poor Horizon 

Scanning  
 

Poor 
Communications 

Loss of 
community/stakeholder 

confidence. 
 

Adverse Reputation. 
 

Negative Media 
Attention. 

 
 

4 4 4 5 4 20 INHERENT RISK 

 

401 

The risk is failure 
to deliver key 

council objectives. 
(Vision) 

Lack of funding 

Loss of 
community/stakeholder 

confidence. 
Adverse Reputation. 

Negative Media 
Attention. 

 

3 3 3 3 2 6 

Budget reviewed to ensure 
sufficient funds in place. 

 
Partnerships with other 
organisations formed.  

See 101 

402 

The risk is third 
party influences 
affecting council 

policies 
 

The use of 
political 

allegiance 

Loss of 
community/stakeholder 

confidence. 
Adverse Reputation. 

Negative Media 
Attention. 

4 4 4 2 2 8 
Covered through Induction 
Training for all councillors  

 
  

403 

The risk is failure 
to recognise the 
changing needs 
and expectations 
of the community 

No forward 
planning 

Loss of 
community/stakeholder 

confidence. 
Adverse Reputation. 

Negative Media 
Attention. 

3 3 3 3 2 6 
Community Engagement 

Strategy 
 

Continuous 
monitoring of 

Strategy 
 

 

404 

The risk is failing 
to protect the 

community and 
environment 

during emergency 
situations 

Major 
emergency 
situations 

Loss of Life 
Loss of Services 

Adverse Reputation. 
Negative Media 

Attention. 
 

4 4 4 4 2 8 

General emergency plan 
produced. 

Consulting with DCC, EDDC 
and EA 

 
Review Plan Annually 

 
Consider plans 

for specific 
emergencies  

 



No. Risk/Event Cause Consequence/Impact D
1 

D
2 

D
3 

F L R 
Mitigation Actions Residual 

Risk 

 

 
Risk Assessment Key 

D1 = Reputation impact D2 = Stakeholder impact D3 = Community/Customer impact F = Financial Impact L= Likelihood of event occurring R = Risk Rating 

 
 

406 

The risk is the 
council fail to 
exercise due 

diligence in its 
decision making. 

Insufficient 
knowledge of 

subject. 
 
 

Loss of 
community/stakeholder 

confidence. 
 

Adverse Reputation. 
 

Negative Media 
Attention. 

 
Possible legal action 

3 3 3 4 3 12 

Dedicated asset delivery 
working group considering 

major strategic decisions and 
reporting to full Council 

frequently with 
recommendations as well as 
commissioning of extensive 

legal advice. 

Consider the use 
of pre-

established due 
diligence check 

lists. 
 

Council to 
consider the 

necessary skills 
required to form 

a balanced 
working group. 

 

 


